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Full-stack Versio.io
Motivation & conceptual introduction

Companies need to understand their world at all levels

» Information availability
Understand the core elements of a complex business and IT
landscape and recognise their relationships.

= Efficient and formalised
Do it fully automated and deliver in real time.

= Automate yourself
Digitisation of the customer business and DevOps based on
objective facts.

Full-stack asset & configuration repository for IT & business
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Full-stack Versio.io L/ dynatrace
Motivation & conceptual introduction

Versio.io until now:

= Import topology data from Application Performance Monitoring (APM) solutions.

What can Versio.io's fullstack approach do for customers now?

= Supports customers who ... W versio.io
— do not have APM solutions in place. ol 6] o
— use APM solutions only for core applications. 7/ | N7
= Enriches monitoring with text-based artefacts
— SSL certificate, configuration files, APl specification, database schema, etc. e @ @
= Supports a inventory topology ﬂ@!w»

— not only capture consumption-based resources as APM solutions do g
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Full-stack Versio.io
Inventory versus monitoring topology

Samba - nmbd Samiba - smbd Cron - cron CIEmU - qemp-ga OneAgent/~ oneagentwatch Onelmporter - node: onel =Tiode Cnelmporter - node

() ifdynatrace

systemd

¥ Processes
) (® @

) versio.io

consumption based &
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Full-stack Versio.io
Host Process Onelmporter detected entities and relations

" Host

— Hardware, OS, Network and Mounts etc.

Application

1

® Process

— Filter processes based on black/white list

m Service

— Abstraction of port-based services provided
by processes

— E.g. databases, web services, message
queus

Process

= Application
— Assignment of processes and services to
applications (env var or manual)

(V) versio.io
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Full-stack Versio.io

Live demo

Full-stack asset & configuration repository for IT & business
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W versio.io

Management
Dashboard
Events & actions

Asset & configuration reposit

Instance viewer

Operations diary

Data analysis

Topology analysis
Solutions

Governance & compliance

IT security

Cost allocation

Business process & job monitoring

Environment settings v

Asset & configuration repository

Instance viewer Ssl certificate imageversi

Instance history viewer

Get an overview of the state changes over the entire lifetime of the instance.

image.versio.io:443

SSL-CERTIFICATE-4f48f189a8fe2515cd5d46bb8439285c5df42f36

Current instance state
Subject {1}
Issuer [3]
Subjectaltname
Info access [2}
Modulus
Bits.

Exponent
Pubkey

Valid from
Validto
Fingerprint
Fingerprint256
Ext key usage [2]
Serial number
Raw

Pem encoded
Domain

Port

Display name

Versia thresholds {2]

>
3
DNS:imageversio.io

»

D5C87D13C7BA4387A496DFFE/C2C883FAESF...

2048
0x10001
»
Fri, 21-05-21, 8:47 AM
Thu, 19-08-21,8:47 AM

F2:CC:D3:7D:5D:F8:1D:D3:AB:43:DE: 13:CB: 11:A...
5C:1B:A2:72:A0:82:87:86:2A:90:2F:89:14:A4:95:2...

3

045763AAA5C53F2F4755A2F7B7FF6825B02C

————— BEGIN CERTIFICATE-—- MIIFJDCCBAygAwIB...

imageversio.io
443
imagewversio.io:443

»

2 hours ago
Fri,21-05-21, 1005 AM

50 days ago (o]
e Created with 20 attribL

9 Changes REED0
Modulus D5C87D13C7BA4387A4...
Pubkey -

Hash data 9e47a7ab1204b62ce0...
Valid from Fri,21-05-21, 8:47 AM
Valid to Thu, 19-08-21, 8:47 AM
Fingerprint F2:CC:D3:7D:5D:F8:1D-...

Fingerprint256  5C:1B:A2:72:A0:82:87:8...
Serial number 045763AAA5C53F2F475...

Raw -
Hash data 988bf50a3a1b2d4c201...
Pemencoded - BEGIN CERTIFICATE...

Subject >
Issuer r

Subjectaltname DNS:imageversio.io

Metadata

A summary of all relevant metadata of the instance.

Entity
Ssl certificate None
Entity name Source
Instance

d46bbad.

image.versio.io:443
CERTIFICATE-4f45f

Last ch:

Lastup

Thu, 01-04-21, 8:28 AM Fri, 21-05-21, 10:05 AM Fri, 21-05-21, 12:05 PM

Instance change history

The time-related visualisation of all changes to the instance.

50 days ago
Thu, 01-04-21

Now
Fri, 21-05-21



Full-stack Versio.io
Use case scenarios

Versio.io asset & configuration reporistory (= CMDB)

= High transparency full-stack IT and application stack data.

= Enrich monitoring and inventory topologies with Versio.io instances (SSL certs, port scans, file etc.).

= True inventory topologies through content based detection (guaranteed process & service detection).

Versio.io solutions

= Versio.io's value-added solutions can be used to process full-stack data:
— Data and Topology analysis

— Governance & Compliance
— |T Security

— Cost allocation

Versio.io Insights
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Full-stack Versio.io
Questions & Answers

Full-stack asset & configuration repository for IT & business

© 2021 | Versio.io | Change Detection & Processing Platform



Full-stack Versio.io
ne more thing - What's coming soon!

3D analysis of Versio.io data End-of-Life content

4x metrics (high, width, depth End of product maintenance & support
T ——

@ versio.io

1T security
Dashboard
3D analysis ) Common vulnerabilities & exposures repository
Events &actions
AR At o ikt 153 AT e inIT from various CVE d Identify IT landscape by creating and executing autamated verification rules.
Entx Instance viewer
Process dynating Filter  Search
i b % QOperations diary
Data analysls Total rows Source ID Filters. Product Published after Last modified after
Topology analysis 174265 Base score 1= 00 Tag !~ Rejected x [
Governance & compliance #F [ Source ¢ SourcelD * Tags + Year © Basescore © Attackve.. © Attackco.. © Published © Lastmodif.. > oductcount Products © Used = Description *
1T security » O NvD CVE-2020-2.. 0 2020 SNetwork M Low 14-05-21 210521 1 passward mac Passward ge...
Cast allocation
v O wo CVE-2020-4.. & 2020 SiNetwork M Low 14-05-21 21:05-21 1 doud_pak for, 1BM Cloud F..
Business process & job monitoring
» O wo CVE-2020-4.. 2020 fiNetwork N Low 14-05-21 21-05-21 1 planning anah IEM Planain..
» O WD CVE-2021-2.. %% 2021 & Local A Low 14-05-21 21-05-21 1 gradar_user b 1BM QRadar ...
D=l CVE20202. @w 2020 SiNatwork M Low 130521 200521 2 € rator_rdf Amalformed.
» O no cvezo02. @AG 2020 & Local & Low 130521 200521 2 @@ Avulnerabifi..
» O wo CVE-20052.. a0 2005 EEE ANetwork M Low 10-08-05 200521 4 brightstor_arc Buffer overfl.
» O ND CVE-2020-2.. w0 2020 EEETY SiMetwork A Low 13-05-21 20:05-21 1 articlecms Afileupload..
» O WD oveaois1. @FF 2018 SiNetwork A Low 12-07-18 20:05-21 8 edisplay_762 Anissue was ...
» O WD ovezo18-1. @FF 2018 TS Network M Low 12-07-18 200521 8 eudisplay 762 Anissue was
» O no CVE-2015-1... 2018 SNetwork & Low 120718 200521 8 edisplay 762 Anissue was...
| » O WD CVE-2021-2.. a0 2021 SiNetwark M Low 130521 200521 1 jazz_reporting 1BM Jazz Re..
‘ » O wo ove20212. OFF 2021 SiMetwork M Low 13-05-21 20:05-21 1 Inmultile m.
‘ » O NvD oveaonrz. @FR 2001 EEEE ANetwork A Low 13-05-21 20:05-21 1 Inmultiple m..
— » O N ovez0212. OF 2021 SiNetwork A Low 13-05-21 20:05-21 1 Inmultiple m...
» O Mo oveao1z. OFF 2021 R Anetwork A Low 13-05-21 200521 1 Inmultiple m..
» 0w oveao212. @F 2021 SNetwork A Low 130521 200821 it Inmultiple m._
» [ ND CVE-2021. o= 01 & Netwark A Lo 13.05-21 0.05.21 1

Planned for Release 2021.07 Planned for Release 2021.08
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QMETHODS - Business & IT Consulting GmbH
Stargarder Stral3e 10
10437 Berlin

Telefon : +49 (30) 22 19 86 51
Telefax :+49 (30) 22 19 86 53
E-Mail :info@gmethods.com
Internet: http://www.qgmethods.com




