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Welche Compliance-Vorgabe
mit welchem Ziel umsetzen?

" |[nternationale Norm: = Verbindliches EU-Gesetz:
Freiwilliger Standard fur den Verpflichtende Richtlinie zur
systematischen Aufbau eines Starkung der Cyber-Resilienz in
Informationssicherheits- kritischen und wichtigen
Managementsystems (ISMS). Sektoren.

= Fokus auf Zertifizierung: = Strenge Compliance-Pflicht:
Dient dem proaktiven Zwingende Umsetzung mit
Eigenschutz und ist oft ein hohen Buldgeldern und
durch Kunden geforderter personlicher Management-
Wettbewerbsvorteil. Haftung bei Verstolien.
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Motivation sicherstellen &
Fokus definieren

Motivation
= Professionalisierung
= Vertrauen und Sicherheit fUr unsere Kunden

= Regulatorik erflllen

Fokus

= |T-Betrieb der SaaS-Plattform

Themenbereiche

= |T-Infrastruktur (Hosts , Netzwerk)

=  Anwendungs-Stack inkl. SSL-Zertifikate und Port-Status
" Prozesse (Updates, Backup/Restore)

=  Benchmarks (CIS)

Benutzerzugang und -berechtigungen
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Interne Anforderungen erheben

Digital
= kein Papier

= keine Medienbriche

100% Maschinenverarbeitbare Daten Requirements

Automation

Functional Requirements Priority

+ The system shall allow user authentication. E High

+ The system shall provide role-based access.

= Dokumentation (Infrastruktur & Prozesse)

E Medium
+ The system shall generate reports. D Low
+ The system shall allow data export. D Low
= Uberwachung (Metriken & Events) System Requirements Priority
; * The system shall ensure high availability. @ High
. . + The system shall support data backup. i
- / i E Medium
B eW€ rt U n g Ve rlﬁ kat | O ﬂ ' + The system shall ensure performance D L
| under load. == ._‘f
- . :" + The system shall be scalable. (] Low
Alarmierung
Security Requirements Priority
Ku n Stl Ic h e I ntel | Ige Nz « The system shall encrypt sensitive data. ™ High
+ The system shall implement access controls. M Medium
= Bewertung (Symbolic Al)

+ The system shall log security events. D Low

) Compliance Requirements Priority
= Erklarung (GenAl)

+ The system shall comply with GDPR. E Higl

h

D‘

= Ausblick: MCP/CLI Integration & Industrie-Modell

* The system shall comply with ISO 27001. E’
+ The system shall comply with NIS2.
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DEUTSCHE NORM Januar 2024

Inhaltliche Analyse und oI EN 150527001 DIN
U be rSC h n e i d u ng d e r Ra h m e n We r ke SO DIN EN 150/1EC 27001:2017-06

Product lifecycle and vulnerability o & e o R Informationssicherheit, Cybersicherheit und Datenschutz -
. ) ) o Informationssicherheitsmanagementsysteme -

management Anforderungen (ISO/IEC 27001:2022);

Deutsche Fassung EN ISO/IEC 27001:2023

IISO 27001: A5.19, A5.21 I

Information security, cybersecurity and privacy protection —
Information security management systems —

Requirements (ISO/IEC 27001:2022);

German version EN [SO/IEC 27001:2023

Sécurité de I'information, cybersécurité et protection de la vie privée —
Systémes de management de la sécurité de l'information -

Exigences (I1SO/1EC 27001:2022);

Version allemande EN ISO/IEC 27001:2023

Versio.io continuously analyses your entire IT infrastructure,
compares software and hardware versions with an up-to-date
CVE database and provides you with precise Ateca nstancss
recommendations for minimising risk. The automated .
recommendations ensure that your vulnerability management a
remains efficient and your IT is protected at all times.

e Versio.io product lifecycle and vulnerability management

Vulnerability management . 0B

NIS2: §30 (2) I

To prevent IT vulnerabilities from being exploited, software
products should be run in the latest version whenever
possible. Versio.io helps you monitor all product versions and
suggests which versions you should switch to based on your
individual release and patch strategy.

v B v \..‘.. ) - Mo exchuzive

In addition, Versio.io detects product versions in use for which o B

. . Gesamtumfang 31 Seiten
IT vulnerabilities are known and supports you in your update

decision.

DIN-Normenausschuss Informationstechnik und Anwendungen [NIA)
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Digitaler Zwilling + Iterative Herangehensweise + Review-Zyklen
Vorgehensweise

prod-loc-365

= Model: EX2300-24T
= Serial number: JZ0332571773
= Junos OS: 24 2R2

UOREMNIIIBA "¢

prod-crm

= Model: PowerEdge R760
= Service Tag: 1AB2CD3

= Host OS: VMware ESXi 8.0
= Ressourcen: 2x Intel Xeon

3. Aktion

* Model: IBM Power S1014

= MTM/SN: 9105-41B / 10F8A99
* HostOS: IBMAIX 7.3

* LPARs: 6 Active Partitions

= Mgmt: HMC Managed

Mit Automation & Kl die ISO 27001 & NIS2 Zertifizierung vorbereiten - Ein Erfahrungs- & Praxisbericht ° .
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Asset & configuration item inventory Inventory Network device test-versio-juniper-switch

IT-Infrastruktur Instance viewer 0
N e t Z W e r k g e r a t e Get an overview of the state changes over the entire lifetime of the instance.

A summary of all relevant metadata of the instance.

. . . . H
versio-juniper-switch Network device
NETWORK-DEVICE-aa0Oc288e70f4d5ead44ea0aaf55097598d2dea328 G -, test-versio-juniper-switch Created 1
% NETWORK-DEVICE-2a0c288e70f4d5ead44ea0aaf... State Changes
1l . Current instance state Q=0 RadnE
n Ve n a rI S I e r e a e n . Created Last change Last update
Display name test-versio-juniper-switch 4 months ago 4 months ago 2 months ago
Serial number 170221390662 23-02-26,08:48 23-02-26,08:48 16-04-26,18:20
] KO n fi g u ra t i O n Chassis id 24:fc:4e:8b:61:06
Address 192.168.0.32 4 months ago Now
Type Switch Mon, 23-02-26 Tue, 23-06-26
= Hardware . N
Operating system g
Vendor Juniper Networks
| | 1 m Product Junos OS 8 0 0
F | r W a re Indirect relations Topologies Direct relations
Version 20.2R3-52
Device A/
u R e C O V e ry Vendor Juniper Networks Analysis Violations Documents Events Planned changes Topt
Product EX Series
Version EX2300-24T Device image
=R
e S C u e The instance is a physical device. The following image shows the device: Juniper Networks EX

Series EX2300-24T
() Hide frequently recurring changes

SSORRa0NE Created with 6 attri Q. 23 = <= © [ ao (@

Display name test-versio-juniper-switch
Serial number 170221390662

Chassis id 24:fc:4e:8b:61:06
Address 192.168.0.32

Type Switch

Technology 4

# Explain change

Eents O O OO0 0000




wentory > Inventory

Desktop QR Code

FaE

prod-plv

IT-Infrastruktur -

Environment wide

L]
S erver & A r b e It S p I a t Zrec h ner [ Y T— I — I Y —— I PT—— I PTS——— I8
System Operating system Volumes Network interfaces
; = ® © @ oo I
Logical cores Architecture Size 183TE
Type Linux File system extd Name enol
o o . 30GiB 2 Vendor  Canonical Disk/ Partition sda3/ ubuntu~—ve-ubuntu-lv MACaddress  94c6:91:a3:b7:ea
nventarisierte Daten: - ot e Conianc
Version 26.04 Size 1.90Gie 1PV6. 2302:8109:ff01:c400: 96c6:91ff:feal:b7ea
1.86TiB @ 56yearsago Kernel 700-15.15 File system extd Name wip0s20f3
1Disks & Last reboot i i
Distc/ Partition sda/sda2 MAC address 7¢:22:31:06:35:4a
Monitoring Installed software
26 days ago 21daysago 28 seconds ago Product Version Status
ed La: ge Lastuy
M Versioio Onelmporter
= Betriebssystem - ' e
way S 8.18.0-1ubuntu2.1 [ )]

RedHat

' Chreme i wsorrszs GO
Herstellergarantie ® ®
% ;f::“m Moolenaar o111 BBQ

0% A . .
0330 PM 09:50PM o410AM 10:30AM iy CU s180 BBQ
b curl

Installierte Software S i S o e o 0

0 A o 143 GO

Infrastrukturmonitorung | A e AR

wget -
e 125.0-2ubuntu4 O
03:30 PM 09:50PM 04:10 AM 10:50AM
Skl Scrver 1:10.2p1-2ubuntu3.2 [ )]
28 CPUlead 22 CPUlsad 5 CPU load 15 OpenSsH
Topology Datacenter Vendor warranty
Front ¥ Space  CENEEEEEENET 9/12
| | - "~ 6 Weight 45/500
Bl =  ProxmoxVENode2 10 .
= No data available
¢ ? & power CEEEEEEEEEEEEENNS 1,080/1,000
N = ProxmoxVENode 1 8 Vendor warranty can
Jll = pvenode1 7 currently be provided for
. 6 6 Dell, Lenovo, and Intel
. hosts.
- PLV Pipeline Server
= Benchmark Ergebnis = s
zmn 3
] 4 4
rod-pl¥ QNAPNAS
3 o B
2 2
Versio.io HQ
Geolocation
r p Front -
. —
D + e i,
E a \
prog-piv PLV Fipeline A — [ngen * ! Hamburg gc;w Bydgoszcz
Server - : '
Niedersachsen Porna s
lederland o ®
Magdeburg. piska
Dusseldorf.
v Detschland 5 5
Igié / e Dresdén’ . Wroclaw Lu

1920 amein % = Leatet | © OpenSrcethiap contribuiors




IT-Infrastruktur
SSL-Zertifikat

Inventarisierte Daten:
m Root-Zertifikat
® Intermediate-Zertifikat

= End-Entity Zertifkat

Asset & configuration item inventory

Instance viewer

Inventory > Ssl certificate > liveversio.io:

B Metadata

Get an overview of the state changes over the entire lifetime of the instance.

live.versio.io: 443

SSL-CERTIFICATE-c8ff8f68cde7c899f90d99e81c61831b5664d4ed

Current instance state
Type
Display name
Domain
Port
Subject {1}
Issuer {3}
Version
Ca
Key type
Bits
Valid from
Valid to
Signature algorithm
Revocation status
Extensions {10}
Dns names [1]
Subjectaltname
Info access {1}
Modulus
Exponent
Fingerprint
Fingerprint256
Fingerprint512
Ext key usage [1]

Serial number

QxX=zcsOFdRhE
end-point-certificate
liveversio.io:443
liveversio.io

443
»

»

3

false

RSA

4096

21-04-26,11:41
20-07-26,11:41
sha256WithRsaEncryption

unknown
»

»
DNS:liveversio.io

»
C53EE9ES3F2E9D85D042761A57693664...
0x10001
17:F2:FB:F5:0A:3A:8C:F2:69:78:C3:02:60:4...
05:2C:B1:CF:6B:DA:15:A1:E7:8D:E2:B1:77....
B5:8F:E8:79:32:6F:45:B0:7D:D0:49:BD:71:...

»
061b45e1d2f15dc1b52bccleeecc158e0680

view all | view more

2 months ago
21-04-26,13:25

() Hide frequently recurring changes

48Ch: A =<0 P
Issuer {3} v

Cn R12

A summary of all relevant metadata of the instance.

Ssl certificate

@ liveversio.io:443
SSL-CERTIFICATE-c8ff8f68cde7...

Created Last change

5 months ago 33 days ago

20-01-26,19:25 21-05-26,18:25

5 months ago

Tue, 20-01-26
2 2
Indirect relations Topologies

Violations Documents

Product lifecycle & vulnerability

There are no technology information.

Policy compliance

Live analysis of policy best practices.

Name Tags

Changed

State

Events

SSL/TLS certificate expiresit  SSL  Security ~ TLS

SSL/TLS certificate isoutside ~ SSL  Security ~ TLS

Untrusted SSL/TLS certifical  SSL  Security ~ TLS

No intermediate or root CA SSL  Security  TLS

SSL/TLS certificate keynotn  BSI  SSL

SSL/TLS certificate not fulfilk ~ BSI  SSL

Security

Security

11

Changes

Last update
20 minutes ago
24-06-26,10:25

Now

Wed, 24-06-26

1

Direct relations

Planned changes



IT-Infrastruktur
Drucker

Inventarisierte Daten:
=" Hardware
= Betriebssystem

= Toner-Flllstande

Instance viewer

Get an overview of the state changes over the entire lifetime of the instance.

BRWEC916133691D Networicaevies
SNMP_d328b636fe96edb97674a346b657c8b9e3302b8 . BRWEC916133691D
Current instance state LEEODBRE o
Address 192.168.0.194 4 months ago
Type Printer 26.09:2
Display name BRWEC916133691D
Description MFG:Brother:CMD:HBP,PJLURF:MDL:MFC-J5740DW;CLS:P...
Serial number EB1437K4H233904 3 monthis ago
Technology (2] ». Wed, 18-03-26
Operating system [ 3] 1t
Vendor Brother
Version 120
Product Firmware 9
Device {3} Sri
Vendor Brother
Product MFC
Version MFC-J5740DW
Printed page counter 955 Device image
Memory size 256KiB
Tray1 max capacity 250
Tray2 max capacity 250
Tray manual max capacity 100

U Metadata

A summary of all relevant metadata of the instance.

33 minutes ago
240 10:20

44 hours ago
220 :20

4 days ago
19.06.26, 174

m Hide frequently recurring changes

1 Change Q = <= 0 @

Printed page counter 955

xplain change

e
1Change O =<=00F&P™
Printed page counter 948
{ # Explain change

o

Changed

33 minutes ago

Analysis Violations Documents Events Planned changes

The instance is a physical device. The following image shows the device: Brother MFC MFC-J5740DW

36

Asset & configuration item inventory BRWEC?16133691D

33 minutes ago

Now

Wed, 24-06-26

Topology

1Change QAR =z<0OPP™

St paatin

Prote



O

Geschaftsprozess & Batch-Job Monitoring

Start EolSecDataHub
pipeline

4

Running instances

Completed instances

Running instances 1. PLV pipeline without step 106
Number of instances: 1 Number of steps: 24
1
Process ID Start View -

1. PL(V) pipeline already running

2499bdbf-e538-40d$ 23-06-26, 10:25 Number of steps: 2

[ PLV pipeline successfull
Rows per page:5v 1-1of1 1 + Number of steps: 25
(20}

[ PL pipeline successfull

Process & job statistics Number of steps: 16

Gain a better understanding of the executed processes by statistically processing the n
knowledge and optimization potentials.

State Time Step Type Swimlane Execution time Elapsed time
] 22-06-26,12:53 Start EolSecDataHub pipeline milestone Oms
u 22-06-26,12:53 Check if no other process is running step 29ms 31ms
] 22-06-26,12:53 000-pre-checks step 3s185ms 105ms
] 22-06-26,12:53 216-productVersions_import-versions-linux-repo step 5m59s 35 326ms
[l 22-06-26,12:59 217-productVersions_import_generic step 12m 23s 6m 2s

Mit Automation & Kl die ISO 27001 & NIS2 Zertifizierung vorbereiten - Ein Erfahrungs- & Praxisbericht
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Service Level Monitoring

Integrationen
GET qgit.gmethods.com http-status = 302 » Database SQL
. OEOQ 99 63(y = HTTP/HTTPS
Latency target: 95% . 0 = REST
YT | D | D = PING
= SSH

Remaining error budget: 1 day 2 hours 20 minutes

Service & experience level dashboard B

Dashboard to show the current and timely quality of service delivery based on service and experience level agreements (SLA, XLA) and service-level objective (SLO).

Service & experience level agreement Complied state Service-level objective Time from Time to
Filter service-level agreements Filter by complied state Filter service-level objectives 01-06-26 12:00 AM m 30-06-26 11:59 PM m
Service & experience level agreements Service-level objectives Error costs
Overview of all existing service and experience level agreements Status overview of selected service and experience level objectives and their service quality in the selected time period. Aggregated error costs of SLOs &
(SLA & XLA). XLOs.

100% 99.63% 99.62% 100%
14 ° . . .
100% 99.78% 100%

14

100%

99.98% 100%

Not on target

100%

Mit Automation & Kl die ISO 27001 & NIS2 Zertifizierung vorbereiten - Ein Erfahrungs- & Praxisbericht ° .
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13

Security & Hardening Benchmarks

Benchmark governance dashboard

fa Generate report

Manage benchmark governance and minimize risk by continuously evaluating your infrastructure against industry standards to monitor compliance and identify security gaps.

Summary

Key performance indicators for your active security benchmarks and compliance posture.

63 %

Fulfillment

Severity

Device coverage

5

Benchmark results

Rules

1,045

Rule results

Host

463 Network device

Monitor benchmark coverage across your entire IT infrastructure.

3of24

Oof0

Top 10 failing rules

Recommended action: Reduce the number of failed rules that occur most
frequently to significantly improve benchmark fulfillment.

Build and Test AIDE Database 4 FAIL
Install pam_pwquality Package 4 FAIL
Lock Accounts After Failed Password Attem... 4 FAIL
Set Lockout Time for Failed Password Attem... 4 FAIL
Set Account Expiration Following Inactivity 4 FAIL
Set Password Maximum Age 4 FAIL
Set Interactive Session Timeout 4 FAIL
Ensure the Default Umask is Set Correctly in ... 4 FAIL
Enable Kernel Parameter to Use TCP Syncoo... 4 FAIL

Disable Modprobe Loading of USB Storage D... 4 FAIL

Top 10 critical rules

Recommended action: Consider fixing violations of rules with critical severity

first.

Set Boot Loader Password in grub2

Disable SSH Access via Empty Passwords

Prevent Login to Accounts With Empty Passwo...

Set the UEF| Boot Loader Password

Verify /proc/sys/crypto/fips_enabled' exists
Disable Ctrl-Alt-Del Reboot Activation
Ensure real-time clock is set to UTC

Build and Test AIDE Database

Install pam_pwaquality Package

Lock Accounts After Failed Password Attempts

® High
® High
® High
® High
® High
® High
© High
® Medium
® Medium
® Medium

Top 10 failing devices

Recommended action: Remove devices with many
violations if they are not part of the benchmark to
significantly improve benchmark fulfillment.

dcpu 55%
sms 63 %
database 70%
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Compliance regulations & standards

Which compliance regulations and standards are covered by the executed rules,
and what is fulfillment level of compliance?

Name Fulfillment weighted Fulfillment
”/E;g CIS Benchmark 0% 66 %
N Center for Internet Security Ber
PCIDSS
p 71% .
@ Payment Card Industry Data Sec 60 A
NIST-CSF
NIST 65% 56 %

Cybersecurity Framework (CSF)

‘% DISASTIG 60% 55%

Security Technical Implementati

CORI'lg COBITL 64% 54%

Control Objectives for Informat

Rows per page: 5 v 1-50f 13 - 1 2 3 +

Scanner

= Ubuntu Security Guide (USG)
= OpenSCAP

= CIS-CAT

= DISASCC

= Rapid7

I (V) versio.io



Information Security Management System
Kontinuierliche Verbesserung (PDCA)

Richtlinien Benchmarks

R ——

Versio.io IT governance compliance & Bgrt Benchmark governance dashboard

p— s
mmmmmmmmmmmmmmmmmmmmmmmm P po— ety - - -
ok agmert S
e ctctie Do e Summary Device coverage
Risk analysis Kerp - - et . Ve rbesse ru n g
» Desrent
- Pollcy groups Risk matrix Violation ifecycle I 5 =4 ' Jof24
e E Networdevice 00f0 ( P D C A)
Rules
I‘ ||‘ III I 1045 Chenge monftoring > Changereuert emcution. > L porig 1022044
nnnnnnnnnnnnnn cected nstances
Top 101alling rules Top 10critical rules Metadata Statistic for selected period  Description
Sovery o s that ocour most Recommanded sctiore Consider fing
ca et _—
Update all UBLintu hosts with version 22.04 o the latest final palch 20.04.4,
p
o— = ] n
- = 8 4,00:0 @ 260224, 16:21 Lchange request period o | AR ]
—_—
S = oo > o —

test-os-container E HOST-ebeB9b16008239ac3...
kBs-mast

Risikomanagement

. § - :
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Unsere Erkenntnisse & Lernkurve

= |[terative Vorgehensweise: Lern- und Optimierungskurve

= Review-Zyklen: technische Lauffahigkeit sichern und Optimierung

» Erfolge kommunizieren: Aufwand sinkt & Professionalitat steigt

= ,99%“ Automationsgrad: Zeitersparnis fir Dokumentation und Informationsbeschaffung
= Realistischer Zielfokus: nicht 100%, sondern Risiken beherrschen und reduzieren

= Transparenz: Wissen, Ursachenanalyse und objektive Entscheidungskriterien

= Single-Source-of-Truth: kein Medienbruch, keine Integrationskosten, Datenkonsistenz fiir den Auditor

Mit Automation & Kl die ISO 27001 & NIS2 Zertifizierung vorbereiten - Ein Erfahrungs- & Praxisbericht ° .
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