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Motivation
= Expertise

* Eigennutzen

» Wertschatzung
= Kopf-Monopol

= Monotonie

Resiliente IT-Landschaften
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Mehrwert

= Aufwand Informationsbeschaffung (20%)
* Transparenz & \Wissenstransfer
= Sicherheit

= Nachvollziehbarkeit
= Entscheidungsfindung " ‘

= Komplexitat

= Digitalisierung der IT

Resiliente IT-Landschaften
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Mehr Mitarbeiter Mitarbeiter motivieren Automatisieren

nullBOCK™

Motivationsmittel

Wirkstoff: Oberaffengeilohnescheil’

12 Dragees 7Iberei

Resiliente IT-Landschaften
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Vorteile der Automation

= Aktualitat (24h x 365d)

= Qualitat & Vollstandigkeit

= Aufwand & Kosten Ny
= Skalierbarkeit 8 '\\
= Determiniertheit — .5) ;

= Maschinenverarbeitbare Daten

Resiliente IT-Landschaften
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Resiliente IT-Landschaften
Ein zentrales Inventory die gesamte IT/OT-Landschaft

Client stack m \ersio.io erfasst und aktualisiert

Business object
mﬁ Device kontinuierlich und zu 100% automatisiert die
E gesamte IT/OT-Landschaft

Order
_ Application stack Extended application stack
- Application SSL certificates Ports status

Users & permissions Service File configuration Folder structure
x erkannt und nachverarbeitet
Infrastructure stack

— Veraltete Produktversionen
— Produkte mit IT-Schwachstellen

— Fehlerkonfigurationen (Anti-Pattern)

= Topologische Beziehungen zwischen

Komponenten aus unterschiedlichen
Datenquellen werden erkannt und als

Topologien bereitgestellt

= Veranderungen an Komponenten werden

Network device stack

— Verstosse gegen IT Best Practices
(Governance)

— Batch job process monitoring

Rechenzentrum

W versio.io

© 2025 | Versio.io = Inventory + Cybersecurity + Governance + Events + Data Center &
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W versio.io a W versio.io a office

Asset & configuration item inventory Inventory Network device test-versio-juniper-switch Asset & configuration item inventory Inventory Network device HP341644

Instance viewer B Metadata Instance viewer

Metadata

Getan overview of the state changes over the entire lifetime of the instance. Asummary of all relevant metadata of the instance. Get an overview of the state changes over the entire lifetime of the instance. A summary of all relevant metadata of the instance.

Network device

test-versio-juniper-switch

HP341644 Network device

NETWORK-DEVICE-2a0c288e70f4d5ead4ea0aaf55097598d2dea328
SSSCACRE Sasneatas = SNMP_c2f85939bdefe24c5545a62069dae35a9b97ea31 HP341644 Changed 3

test-versio-juniper-switch Created 1

NETWORK-DEVICE-2a0c288e70f| | State Changes s & e sisiss e
Current instance state Q HEE D ¥ AIl @ Created Last change Last updat . —_— 3
e ateane Astupeate Current instance state OQxnEEND reated Last charigs st updait
Display name test-versio-juniper-switch 12 months ago 12 months ago 2days ago 5 S 11 months ago Bmorithsaes 30 minutes ago
Mon, 11-03-24, 3:47 PM Mon, 11-03-24, 3:47 PM Mon, 24-03-25, 8:40 AM ress -168.0.
Serial number 120221390662 o o e Fri, 26-04-24, 10:12 A Thu, 05-09-24, 3:12 P! Mon, 24-03-25, 3:12
. Type Printer
Chassis id 24:fc:4e:8b:61:06
Display name HP341644 |
Address 192.168.0.32 12 months ago Now |
: Mon, 11-03-24 Wed,26-03-25 Serial number CN42IGK024 6 months ago Now
Type Switch Tue,03-09-24 Mon, 24-03-25
sy - Vendor Hewlett-Packard
Operating system - . 1 5 Product HP Officejet Pro X476dw MFP
Vendor Juniper Networks Indirect relations Topologies Direct relations Cartridge X 0 0 0
Product Junos OS Yellow (2} v T g
Version 20.2R3-52 Product yellow ink CN628A
Device v Fill level 1074
) Analysis Violations Events Planned changes To| c
ity gy BEGTE Yo Analysis Violations Events Planned changes Topolog
Product EX Series .. Product cyan ink CN626A
Versi EX2300-24T Device image Fill level 1114
‘ersion = -
) ) ) ) o ) . FLieve! Device image
Relation - Theinstanceis a |:-;hy5|cal device. The following image shows the device Juniper Magenta =
T ——— . Networks EX Series EX2300-24T. . The instance is a physical device. The following image shows the device Hewlett
Product magenta ink CN627A Packard Officejet Pro X476dw MFP .
1 test-versio-juniper-switch:516 - :524 Fill level 1079
Black (2} v
Product black ink HP CN625A
Hide frequently recurring changes Fill level 2264
12 months ago Technology {1}
Mon, 11-03-24, 3:47 PM cf m Eg AIO @

Display na... test-versio-junip...

Serial nu... JZ02213%0662 ‘ Hide frequently recurring changes
Chassisid  24:fc:4e:80:61:06

Address 192.168.0.32

6 months ago

Thu, 05-09-24,3:12PM 2 Chaf xE DEﬁAIb@
Type Switch
Technolog... » Cartridge v

Relation 4 Eyan =

Product

cyan ink CN626A

Magenta v

Automatisierte Dokumentation



W versio.io a Y

Rack  » RackAl

Asset & configuration item inventory ; Inventory
Edit 'Rack Al'
I t H Rack
nstance viewer Metadata
(Get an overview of the state changes over the entire lifetime of the instance. A summary of all relevant metadata of the instance. Workspace

Rack

Rack A1

61555a91-8d8c-479b-8857-61d83862%dee Changed 4
State
Current instance state OxnesllBLsdah i Lot oo Display name Rack A1
Masx units 12 19 months ago 2 hours ago 2 hours ago
Tue, 71-11-2 P Thu, 19-06-25. 11:01 AM Type Server & network rack e
Maodified by matthias.scholze@versio.io T - .
Dy e RagcaT Latitude 52.5469025
Type Server & network rack 10months ago Mow
Thu, 25-07-24 Thu, 19-05-25
Aisle Al Longitude 13.3784455
Paosition 1
Max installation width 80 7 1 Aisle
Max installation depth 120 Direct relations
Position
Max power output in watts 1600
Max weight in kg 250 Max units
Dat it METHODS dat. it
atacenter Q atacenter m Geolocation Analysis Violations Events Planned changes Top
Latitude 52.5469025 Max installation
Longitud 13.3784455 width
FTE(TE ' 22 Rack & slot visualisation and analysis
Max installation 120 -
Visualization of the rack based on the assoclated slot instances and their relationships to assets & depth

configuration items in the inventory.

( Hide frequently recurring changes
Franl ¥ Space EEEEETTS 12/12

1 R = ©"~ ==
Thu, 19-06-25, 11:01 AM = 1= £
3 Changes nEENELRMD B . SlotAl-11Emptysiot (ai) 1 ¥ Power ENEES 1490/1,600
Modified by matthias.scholze@versio.io
10 5 - 5
9
== ]

Max weight inkg 250

Max power output in 14600
ts

wat

Datacenter Instance x

Latitude 525469025 Iﬁi QMETHODS datacenter

Longitude 13.3784455

lot A1-9+10 QNAPTS-421NAS BN
9
8

Slot A1-7+8 (Office Switch)
7 B ologyNAS

Slot A1-6 Empty slot (a

Y ER
10 months ago fe) B = SotAl5PVEWorkerii2)
Thu, 25-07-24, 1:35 PM 2 Changes B2  pve-node-2
2= Slot A1-4{PVE Worker #2|
Display name Rack A1 4 = M_nm{a orieri) gt Modified by
Relation {1] - 3 = it A1-3 (PVE Cluster Manager) 3
—— == pve Relations Inztance
e ) 2 Slot A1-2 Empty slot (air) 2
1 prod-internal

Slot A1-7 (USV)

[y

Front

19 months ago o
= S SR Created with ¢ at

Manuelle Dokumentation



W versio.io A

Asset & configuration item inventory Topology View: 543

Topology analysis

Visualize instances and their relationships to better understand the context of your domain.

Time machine 23-03-25, 9:24:00 PM

Type
. Mon, 11-03-24 Sun, 23-03-25

Vertical topology - -

Instance @\
Workspace . @ @ 4: * @ Q
Instance x = = = = - = = =— = — =—— : E

i & v ) - v 4 4 —— —
. L * - > > » > > = » 3
liveversio.io
Created: 12 months ago tainer B0 - Chntain 00 - ContEne 0 - chniing SO BITI0 I AL & uerne € versie i 44 shest 77 80 - Contame 80 - ctritaine U BN 0 - cprisine 80 - chngines *80 - cieilBing 129
Instances
4 h 4 h 4 « [ Y hd Y b4 4 b4 b 4 h 4
) © 0  © © © ©@ © O 0w
DTm:tdePth Dz rein Ig - neds Varsio 1§ - node NGINX - gt 2o iz - WSz ig - nods Varsie s AR - Brsin Ig - node ViBrzin 9 - node Varsio 1§ - node versid-rofe Relations
? 0 2 5
r b v 4 ¥ Y b4 b ¥ % 4 b 4 v
> © © © © © © © O ©6 ©6 © o
1 0 2 5 labase ver e " s N e s T RN o N oy i T Qv Ceuecor T il —verdiegal ~versi
Filter entities =
T ——
Y @ e
Apply r

Topologischer Kontext (Infra. + App)




@ versio.io a Junos :commit user root

Asset & configuration item inventory Inventory Configuration juniper test-versio-juniper-switch Relation {1} 4
Instance viewer B Metadata
Get an overview of the state changes over the entire lifetime of the instance. A summary of all relevant metadata of the instance. ( Hide frequently recurring changes

Configuration juniper 45 hours ago

- 5 Mon, 24-03-25, 1:53 PM 2 Changes RESQHa M

test-versio-juniper-switch

-

NETWORK-DEVICE-aa0c288e70f4d5ea44ealaaf55097528d2dea328

test-versio-juniper-switch Changed

NETWORK-DEVICE-aa0c288e70f, | State Changes System hd
. Y v # n .
Current instance state Q AIEE D ] (.‘.I’.‘. Iﬁ Created Last change Last update Root authenticatio...
Display name test-versio-juniper-switch 12 months ago 45 hours ago 45 hours ago Encrypted passw... $6%5cSKNmerv$itEk/5ICY1t...
Mon, 11-03-24, 3:47 PM Mon, 24-03-25, 1:53 PM Mon, 24-03-25, 1:53 PM
Version 20.2R3-52.5 o - e e o v
System ’ Announcement New announcement messag...
Chassis {1} 4 12 months ago Now
. Mon, 11-03-24 Wed, 26-03-25
Interfaces {1} 4
Snmp {1} -
Trap group {4} - 45 hours ago
0 0 L Mon, 24-03-25, 1:52 PM = = ¥
Name all-traps Indirect relations Topologies Direct relations . - 4 Changes A == D D QIO @
Version v2 System -
Categories (2} - Login -
Link true
Violations Events Planned changes Topology Protectionr Announcement New announcement message
Startup true
Snmp v
Targets {1} v .
Entity Instance Trap group v
Name 192.168.0.67
. . i i isti i Name all-traps
Forwarding options {1} » Qverview of the entity of the Some statistics on the data complexity of p
displayed instance. the current instance. .
Event options {1} » Version v2
Routing options {3} » Entity name configuratio... Size 8.88 KiB Categories v
Protocols {5} N Entity name beautified Configuratio... Number of attributes 515 Link true
Total 3 Number of arrays 2
Poe {1} 4 Active 3 Number of objects 289 Startup true
Vlans {1} » Mark as deleted 0 Hierarchy depth b4 Targets -
) it d 1631997537 Number of events 0 &
unos :commit seconds
Name 192.168.0.67
Junos :commit localtime 2021-09-18 20:38:57 UTC Inventory method -
= Markas = Junos :commit seco... 1631997537
Junos :commit user root i W anas u
Information about the method by deleted Delete .
. . . Junos :commit localt... 2021-09-18 20:38:57 UTC
Relation {1} » which this instance was created.

Veranderungshistorie



© versio.io

Change monitoring Tracking

Live change tracking

Displays the total number of changes and the number of affected instances per entity and time period.

Filter topologies, entity groups and entities Filter change type

- *  from past 10 = 15 minutes » starting fromNow »

File configuration
G2 1
Managed server versiolo saas Eol monitoring
%10 10l ¢ 1
P

Managed server versiolo saas
%10 10
Real user gmethods

1 1
Wit avm

Real user gmethods

pegi} a1l 1
L!n'h’lm Catacenter hetzner cloud

®
x2 2 C3 =
Host Host
peds) 1§31 1
Enl sec pipeline process monitor_.. Eol sec pipeline process monttor_.
14 10 x8 1
Real app user Real appuser
K2 2 @35 5

System avm System avm
1 1 1 1

Network communication unkno...

K1 1

Process

et 4
Datacenter hetzner cloud
53 3

Eol sec pipaline process monitor_.

1

Eol sec pipeline process monktor. -
2 | 210 1
Eystem avm
121 1

user login

Datacenter hetzner cloud Process

w2 12 1

Real app user Eol sec pipeline process monibor_.

xl 1 g4 2
Ecl monitoring Datzcenter hetzner dowd ‘user login
K1 1§21 1 61 1
Eol sec pipaling process monitor. - Host Huost Host
110 1Q 33 192 1 31 1
Real app user Eol sec pipeline process monftor_.
3 a3 3 K14 1
System avm Real app user
121 123

K6 K14 1

K1 byl

12:15 pm 12:30 pm 12:45 pm 01:00 pm 01:15 pm 01:30 pm 01:45 pm 02:00 pm 02:15 pm 02:30 pm




A == Windows 11 Microsoft 10.0.22000.2538

Product version assessment Lifecycle details

Assessment of the product version about lifecycle and security

vulnerabilities and recommended measures. specific product version.

Strategy Lifecycle

mufecycle O Security v =18 s stable

'8 |5 latest release
A I |5 [atest release version
Recommended tasks

Is latest long-term support release

It is recommended to upgrade to one of the following versions to
achieve lifecycle and security compliance status:

Is long-term support release

Strategy Support & maintenance

¢+ 10.0.26100.4351

Create change task . .
Is in support period

Is in extended support period

A m Is in maintenance period

m Is in extended maintenance period

Affected instances

List of instances that use the specific version.

F 9 Notebook-Alva
e
= Last change: 14 hours ago

‘ Windows 11 lifecycle details

Release & Patch & IT-SchwachsteIIe

Overview of lifecycle characteristics and assessment for the

Commercial 1 m O

Vulnerability details
Overview of vulnerabilities known for this specific product

version.

Strategy Vulnerability

A Is not affected by any explicit CVE

Is not affected by any ambiguous CVE

|s not affected by any implicit CVE

U Exclusive
CVEs which contain only this product and this version:

Max CVSS score

CVE-2021-34527
CVE-2021-40462
CVE-2021-40463
CVE-2021-40465
CVE-2022-38028
CVE-2022-41033
CVE-2022-41049
CVE-2022-41073
CVE-2022-41091
CVE-2022-41125
CVE-2022-41128
C\F-2023-1017

CVE-2024-26169
CVE-2024-26170
CVE-2024-26171
CVE-2024-26172
CVE-2024-26173
CVE-2024-26174
CVE-2024-26175
CVE-2024-26176
CVE-2024-26178
CVE-2024-26179
CVE-2024-26180
CVE-2024-26181
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Risk management Violation: 627866122

Policy templates

A collection of predefined and proven policies that can be adopted and adapted to customer-specific requirements.

< Violation details

Entity (OR) Tags (AND) Full-text search
+ Create change task ‘ & Temporarily suppress
Entity Name Action Tags
- - . v Application Cipher suites for SSL2,SSL3, TLS1.00or TLS 1.1a [ Violation with start and end events BSI SsL Security TLS TR-03116-4
Metadata Violation history
. P . . . v Application Client-initiated session renegotiation is supporte Violation with start and end events BSI SSL  Securi TLS TR-03116-4
All relevant evaluations, references and descriptions for analysing and processing The history of the offence shows when and why the offence was oP 8 pporte B vty
the infringement are available here. created, changed and closed.
v Application TLS compression is supported. (BSI, TR-03116-4  [3] Violation with start and end events Bsl ssL Security TLS TR-031156-4
Details % Opened: 16 months ago
. . . Mon, 29.01.24 1:10 PM v Application Not only cipher suites with "Perfect Forward Sec  [8 Violation with start and end events BSI SsL Security TLS TR-03116-4
Policy name Mot only permitted TLS versions ar...
iolati Short description
Violation 1D 627866122 hort description v [ container Container runs in privileges mode B Violation with start and end events Seeurity
Risk score 4 Status = 'not supported.
Severity A Moderate Violation root cause v Databasetable  MySQL reserved column names [ Violation with start and end events Maintenance  Naming convention
PR-Index 3 i o
Classification Endpoint security O_ OR v Databasetable  Microsoft SQL database reserved columnnames [ Violation with start and end events Maintenance  Naming convention
Inventory rela‘tion Rlsk matrix v Database table PostgreSQL reserved column names [ Violation with start and end events Maintenance Naming convention
. o not supported = not supported
Entity ADDlICEItIDn Sstate tlstls] 3status v Database table MariaDB reserved column names [ Violation with start and end events Maintenance Naming convention
Instance 1D toolbox-marketpla...

self-service-portal.quanti.com

Policy description

Source

* TR-03116-4 and chapter 2.3.2: BSI Technical guidelines for TLS
* Federal Office for Information Security (Bundesamt fiir Sicherheit in der

Informationstechnik, BSI, Germany)

Description

Only permitted TLS versions are supported:

e TLS1.3:Yes
e TLS1.2:Yes

- Tl s

supported = not supported
% statetlstls]_2 status

not supported = supported
%statetlstls]_1status

not supported = supported
%.state tlstlslstatus

unknown = supported
% statetls ssl3.status

unknown = supported
% statetls.ssl2 status

v Database table

v [ Fileconfiguration
v B File configuration
v B File configuration
v B File configuration
v B File configuration
v [ Fieconfiguration

v B File configuration

Rows per page:25 = 1-25 of 79

Vorgaben & Richtlinien

Oracle database reserved column names

SSH server permit root user login

SSH server permit empty passwords

SSH server protocol version 2

SSH server no standard port 22

SSH server public key authentication

SSH server rhosts use disable

SSH server X11 traffic forwarding disable

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

[ Violation with start and end events

Maintenance

Hardening

Hardening

Hardening

Hardening

Hardening

Hardening

Hardening

Naming convention

Security

Security

Security

Security

Security

Security

Security



Resiliente IT-Landschaften
Fazit & Empfehlung - Automatisiere, worauf Du keine “Lust” hast!

= Einfach mal anfangen

— Technologische Mdglichkeiten nutzen (Digitalisierung der IT)

— Klein starten und grofR enden (Nutzen fokusieren)

= Bereitstellung starke Werkzeuge fir Mitarbeiter, um ...
— Fokus auf wertstiftende Arbeit zu legen,
— mit der zunehmenden Komplexitat zu skalieren,
— zu lernen (Data & Content!) und

— Dokumentationsstandards zu nutzen.

= Regulatorik & Zertifizierung locker meistern (Dora, NIS2, ISO 27.001 etc.)
— IT-Dokumentation
— Veranderungserkennung & Bewertung

— Risikomanagement

Resiliente IT-Landschaften

(W versio.io
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Inventory | Change Monitoring | Cybersecurity | Policies | Event & Logs

vVersio.io

> @

Matthias Scholze Jorg Normann
+49 (178) 838 04 95 | +49 381 25297-142
matthias.scholze@versio.io joerg.normann@telekom.de
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