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User authorisation & workspaces
Agenda

1. Motivation & objective 

2. Authorisation concepts

3. Implementation user authorisation

4. Use of workspaces

5. Live demo

6. Best practices for user group & workspace design

7. Outlook, training feedback and Q&A
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User authorisation & workspaces
Motivation & objective of user authorisation redesign

Increased requirements for Versio.io authorisation

▪ Restrict access down to data level (not just functionally!)

– User of different departments and responsibilities

– Implementation of the ‘need to know’ approach

▪ Simplify the user authorisations

– Freely definable user groups and assignment of users

▪ Authorisation of Versio.io administrators

– Versio.io Managed platform → System administrator

– Versio.io environment → Environment administrator

Workspace

User group

Default admin 

user groups
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User authorisation & workspaces
Authorisation concepts: Definition of terms

Platform

▪ Installation of the Versio.io software stack

▪ Example: 

– Versio.io SaaS

– Versio.io Managed (On-Premise)

Environment 

▪ Logical separation of data & configuration

▪ Example: 

– Enviroments for TEST and PROD stage

– Environments for customer A and customer B

User

▪ User with his user specific configurations

Platform specific

User group

▪ Definition of a user group consisting of users, authorisations and 

workspaces

▪ If a user has no assignment to a user group of an environment, 

then they have no access to this environment!

▪ If no workspace is defined, the user has the defined 

authorisations for all data instances!

Workspace

▪ Logical assignment of data instances to a workspace group

▪ Workspaces can be used in the user groups and as data filters.

Environment specific
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User authorisation & workspaces
Authorisation concepts: Interaction between the terms

Versio.io platform

Environment A

User 

group 1

User 

group 2

User X

Workspace 

A Workspace 

B

User Y

Environment B

User 

group 3

User 

group 4

Workspace 

C Workspace 

D

Environment C

User 

group 5
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User authorisation & workspaces
Authorisation concepts: Environment versus workspace

Environments and workspaces are combinable approaches that can be used to separate data for different user groups.

Environment approach ➔ Until now

▪ Fixed separation of data in different environments

▪ No evaluation of data from multiple environments possible

▪ Data can only be merged by exporting and importing the data 

via REST API (effort, costs)

▪ Application scenario: IT staging or user groups with unrelated 

data 

Workspace approach ➔ New

▪ Grouping of data within an environment in the form of 

authorizable workspaces

▪ Assignment can be adapted dynamically

▪ Evaluation possible across all data instances (only a question of 

authorization) 

▪ Application scenario: Fully documented IT landscape with users 

with different responsibilities

Environment A Environment B Environment C

Workspace 

1 Workspace 

2
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▪ To administer the Versio.io Managed 

Instance, you need access authorisation to 

the Versio.io environment “✪ Platform 

administration“.

▪ Hier kann folgendes Konfiguriert werden:

– Administration authorisations

– Create/delete environments and import 

subscriptions

– Set up mail server

– Manage users

– Evaluate platform monitoring and logs

User authorisation & workspaces
Authorisation: System administrator
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▪ In each environment there is a standard 

user group called “Environment 

administrators”.

▪ All users in this group have full 

administrative access to all functions and 

data in this Versio.io environment.

User authorisation & workspaces
Authorisation: Environment administrator
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User authorisation & workspaces
Procedure and implementation 
of user authorisation in Versio.io

User Group

1. Create a workspace (optional)

2. Create a user group

– Define a descriptive and understandable name

– Assign all existing user to be a part of the user 

group

– Set the user authorisations for the group

– Limit the authorisation for users to dedicated 

workspaces (optional)

3. Create a new user and assign him to user 

group (optional)
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User authorisation & workspaces
Procedure and implementation of user authorisation in Versio.io

User

1. Create a new user and assign him to user 

group

Note:

▪ If a user has no assignment to a user group, 

then they have no access to this 

environment!
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User authorisation & workspaces
Workspace - Create a workspace definition

Workspace

1. Define a descriptive and understandable name and 

description.

2. Define the rules on the basis of which the inventoried 

instances can be assigned to the workspace.

Note:

▪ All configurations of a rule are OR and all rule types are 

AND-linked. 

▪ The workspace assignment of an instance is only changed 

with the next import!

OR

A
N

D
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▪ All workspaces assigned to 

the instances are displayed 

in the instance viewer 

(debugging).
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Portfolio Versio.io 

User authorisation & workspaces
Workspace - Get an insight which workspace is assigned for a asset & configuration item
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▪ Different workspaces allow view and/or access to 

different Versio.io instances.

▪ Different users receive different views as they are 

only authorised for different workspaces.
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Portfolio Versio.io 

User authorisation & workspaces
Workspace - Use workspaces to filter asset and configuration item instances
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Workspace

▪ Use workspace as a filter

▪ Workspace in instance metadata (debugging) 

▪ Interaction Workspaces with report topologies, change task, policies etc.

▪ Workspace configuration

▪ Assignment of workspaces for manually created instances

Authorisation

▪ Setting up users and user groups

▪ Combining user groups with workspaces

▪ Different users = different views

© 2025 | Versio.io = Inventory + Cybersecurity + Policies + Events

Portfolio Versio.io 

User authorisation & workspaces
What we want to show you in the live demo!
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### Get all hosts filtered to a specific workspace
GET https://live.versio.io/api-versio.db/1.0/{{environmentId}}/hosts HTTP/1.1
Authorization: apiToken {{apiToken}}
x-versio-io-workspace: {{workspaceId}}

### Save/update instance to a specific workspace 
PUT https://live.versio.io/api-
versio.db/1.0/{{environmentId}}/hosts/HOST_ID?targetWorkspaceId={{workspaceId}} HTTP/1.1
Authorization: apiToken {{apiToken}}
Content-Type: application/json

{
"displayName": „My host name"

}

© 2025 | Versio.io = Inventory + Cybersecurity + Policies + Events

Portfolio Versio.io 

User authorisation & workspaces
Use workspaces to GET or to PUT data via Versio.io API



16 © 2025 | Versio.io = Inventory + Cybersecurity + Policies + Events

Online training

User authorisation & workspaces
Best practices for user group & workspace design

▪ Create an authorisation concept for a Versio.io environment to ensure transparency, a uniform structure 

and maintainability. 

▪ Try to manage with as few user groups and workspaces as possible to avoid complexity.

▪ Make an effort when naming user groups & workspaces so that everyone in your team understands what 

they mean.

▪ Recommended procedure for creating new workspaces:

– Install OneImporter/OneGates and do not activate it

– Create importer configuration and do not activate

– Create workspaces based on the OneImporter/OneGate and importer configuration

– Activate OneImporter/OneGates or importer configuration

▪ Note that changes to the workspace assignment only take effect after a new inventory! 

▪ Workspaces are more resource-efficient than topologies, topologies have to be determined dynamically!
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Outlook

▪ We plan to revise the authorizations again in 2025 
(consistency and expansion of the detailing grid).

▪ We are thinking about a ‘Reprocess’ function for 
the reassignment of changed workspaces.

Training feedbacks

▪ Your feedback helps us to improve. Just tell us now, 
write it in the chat or send us an e-mail afterwards. 
Thank you!

Open questions

▪ Now it‘s time for your open questions.
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User authorisation & workspaces
Outlook, open questions & training feedback
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Versio 

in a 

nutshell

Matthias Scholze
+49 (30) 22 19 86 51
matthias.scholze@versio.io

Inventory | Change Monitoring | Cybersecurity | Governance | Data Center & 

Cloud
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