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User authorisation & workspaces
Agenda

1. Motivation & objective

2. Authorisation concepts

3. Implementation user authorisation

4. Use of workspaces

5. Live demo

6. Best practices for user group & workspace design

7. Outlook, training feedback and Q&A
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User authorisation & workspaces
Motivation & objective of user authorisation redesign

Increased requirements for Versio.io authorisation

= Restrict access down to data level (not just functionally!)

— User of different departments and responsibilities Works pace
— Implementation of the ‘need to know’ approach

= Simplify the user authorisations
— Freely definable user groups and assignment of users User group

m Authorisation of Versio.io administrators

—Versio.io Managed platform = System administrator Default admin
— \Versio.io environment = Environment administrator user g rou pS
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User authorisation & workspaces
Authorisation concepts: Definition of terms

Platform specific Environment specific

Platform User group
= |nstallation of the Versio.io software stack = Definition of a user group consisting of users, authorisations and
workspaces
= Example: P
— Versio.io SaaS = |f 3 user has no assignment to a user group of an environment,
— Versio.io Managed (On-Premise) then they have no access to this environment!
Environment = |f no workspace is defined, the user has the defined

_ _ _ ' authorisations for all data instances!
= |ogical separation of data & configuration

= Example:

— Enviroments for TEST and PROD stage Workspace

— Environments for customer A and customer B _ ' .
= |ogical assignment of data instances to a workspace group

User . .
= Workspaces can be used in the user groups and as data filters.

= User with his user specific configurations

(W) versio.io
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User authorisation & workspaces
Authorisation concepts: Interaction between the terms

Versio.io platform

Environment A Environment B Environment C

Workspace Workspace
A Workspace C Workspace
’ B D
User User User
group 2 group 3 group 4

.
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User authorisation & workspaces
Authorisation concepts: Environment versus workspace

Environments and workspaces are combinable approaches that can be used to separate data for different user groups.

Environment approach =2 Until now Workspace approach =» New

Fixed separation of data in different environments = Grouping of data within an environment in the form of
authorizable workspaces

No evaluation of data from multiple environments possible
= Assignment can be adapted dynamically

Data can only be merged by exporting and importing the data
via REST API (effort, costs) = Evaluation possible across all data instances (only a question of
authorization)

Application scenario: IT staging or user groups with unrelated
data = Application scenario: Fully documented IT landscape with users
with different responsibilities

Environment A Environment B Environment C

Workspace
|
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User authorisation & workspaces
Authorisation: System administrator

W versio.io

»

= To administer the Versio.io Managed

Matthias Scholze

Access management Instance, you need access authorisation to

Manage user access to this environment using user groups and H . H o
S the \'/e.r5|o. |9 er:w ronment “@ Platform
administration”.

User groups make it possible to define access at function and daf
one assignment to a user group in order to access this environm e AV I F g1er

Create new user group Manual = Hier kann folgendes Konfiguriert werden:

Create a new user group and restrict user access to this environ Release notes

I & Access management I

# Server settings

— Administration authorisations

User group name Legal & trust center

Sign out — Create/delete environments and import
Existing user groups Su bscrl ptlons
Overview of all existing user groups. _ Set u p mall Server

T
— Manage users

User group

— Evaluate platform monitoring and logs

v I &  Server administrators I
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User authorisation & workspaces
Authorisation: Environment administrator

@ versio.io " |n each environment there is a standard
18 oo Access management user group called “Environment

Rizk t . . .
0 Riskmanagemen Manage user access to this environment using user groups and workspaces and create API tokens for REST-API access.

Risks d HI 7
Protection requirements Users Workspaces APl tokens a m l n l St rato rS °

‘!{: e e A D iRy User groups make it possible to define access at function and data level for the environment. A user requires at least one

Inventory assignment to a user group in order to access this environment. ] Al | u Se r'S I n th IS g rO u p h ave fu | |

Reporting

Topoloy e new user group administrative access to all functions and

L‘l GhnE e onTaring Create a new user group and restrict user access to this environment at function and data level.

Change tracking data in this Versio.io environment.

Change reguests execution

Hotspots
q, Product lifecycle & vulnerability Existing user groups
Policy monitoring - Overview of all existing user groups.
E Cloud & data center control w M
ﬂ Environment settings ~ Usergroup &
General

v I &  Environment administrators I
Onelmporter & OneGate

Alerting & actions ’ ’
8 v Environment viewers

Access management
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A Host infrastructure viewer

Host infrastructure viewer

User authorisation & workspaces | ”

Procedure and implementation ‘ ‘[) o
of user authorisation in Versio.io

Assign users to this user group who already have access to the environment in some way. If you are missing a user here, create a new one.

User G rOU p Authorized users

Available users

2 . C re a t e a u S e r g ro u p Define the rights that users in this user group should have when accessing this environment.

Matthias Scholze (matthias.scholze@versio.io)

1. Create a workspace (optional)

Roles all|clear

— Define a descriptive and understandable name

Read all[clear Write all|clear Edit all|clear
H H H Asset & configuration item inventory Asset & configuration item inventory Asset & configuration item inventory
— Assign all existin t rt of th r
SS g a e St g user O be a pa O t e use Policy monitoring Events Policy monitoring
g r‘o u p Cost allocation Event processing Cost allocation
Process Mining Process Mining
1 1 Topology del Topology del
— Set the user authorisations for the group opology dekta pology delta
Events Alerting
Event processing Lifecycle & vulnerability

— Limit the authorisation for users to dedicated -
workspaces (optional) AP alljclear admin aliclear

APl usage Environment admin

3. Create a new user and assign him to user
group (optional)

Assign existing workspaces to this user group in order to restrict user access at the level of the assets & configuration items in this environment.

Assigned workspaces Available workspaces

o training _
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User authorisation & workspaces
Procedure and implementation of user authorisation in Versio.io

User W versio.io YT ®» &
1. Create a new user and assign him to user Access management
Manage user access to this environment using user groups and workspaces and create APl tokens for REST-API
group access.

User groups Workspaces API| tokens

Allow users access to this environment by assigning user groups.

Note:
Invite new users
= |[f 3 user has no assignment to a user group, Create new users (comma separated) or invite existing users to gain role-based access to the environment.
then they have no access to this E-mail address User groups
environment! )

W) versio.io
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User authorisation & workspaces

Workspace - Create a workspace definition

Workspace

1. Define a descriptive and understandable name and
description.

2. Define the rules on the basis of which the inventoried
instances can be assigned to the workspace.

Note:

= All configurations of a rule are OR and all rule types are
AND-linked.

= The workspace assignment of an instance is only changed
with the next import!

Online training
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A Infrastructure hosts 188b00b2-e317-4eb2-9f56-95672932f6e5

Infrastructure hosts
Created 43 seconds ago by matthias.scholze@versio.io

Name Description (Markdown) D

Infrastructure hosts

Workspace rules

Assign specific assets and configuration item entities in this workspace.

Onelmporters & OneGates

Assign assets and configuration elements to this workspace, which have been inventoried via specific
Onelmporter or OneGates.

MR Blacklist desktop-q001 -

Onelmporter & OneGate importer types

Assign assets and configuration elements to this workspace, which have been inventoried via specific
Onelmporter or OneGates Importer types.

Onelmporter & OneGate importer configurations

Assign assets and configuration elements to this workspace, which have been inventoried via specific
Onelmporter or OneGates importer configurations.

Instances

Assign specific assets and configuration elements to instances of this workspace.




User authorisation & workspaces

Workspace - Get an insight which workspace is assigned for a asset & configuration item

Image Analysis Violations Events

Entity

Overview of the entity of the displayed instance.

Entity name host
Entity name beautified Host
Total 32
Active 20
Mark as deleted 12

Inventory method

Information about the method by which this instance was
created. Instances can be created from a combination of a
Onelmporter/OneGate and an importer configuration, a REST
API call and manually in the Versio.io user interface.

Method Onelmporter/OneGate
Onelmporter/OneGate pve
Module type 05 & hardware

Importer configuration Zero configuration

Workspaces
The following workspaces have access to this instance:

» Versio.io Dev Environment

Planned changes

Topology Protection requirement Meta

Instance

Some statistics on the data complexity of the current instance.

Size 1676 KiB
Number of attributes 805
Number of arrays 13
Number of objects 261
Hierarchy depth 5
Number of events 11
B Mark as deleted
QR code

Use the QR code to print labels and attach them to the hardware
instance. The deep link of the QR code leads directly to this page.
This allows you to access the data for this instance guickly and
easily using any QR code scanner on your mobile device, for
example.

‘ & Download QR-Code as SVG ‘

AR Y}

ifecurring changes

ARyl

N & 0

ARyl

Metadata

Asummary of all relevant metadata of the instance.

Host
i

= All workspaces assigned to
the instances are displayed
in the instance viewer

Changed 12
3years ago 6daysago 5 minutes ago ( g g g )
3months ago Now
5112 Wed. 260225
3 3 2
[ ]
Image  Analysis  Violations  Events  Plannedchanges  Topology Protectionrequiremend
| J
Entity Instance

Overview of the entity of the displayed instance.

Entity name host
Entity name besutified Host
Totat 2
Active 20
Mark as deleted 12
Inventory method

Information about the method by which this instance was
created. Instances can be created from a combination of a
Onelmporter/OneGate and an importer configuration, a REST
APl call and manually in the Versioio user interface.

od Onsimporter/OneGate
Oneimporter/OnsGate pve
Module type 08 & hardwi

Importer configuration Zero configuration

Workspaces
The following workspaces have access to this Instance:

« Versiojo Dev Environment

Some statistics on the data complexity of the current instance.

size 1676Ki8
Number of attributes 05
Number of srrays 13
Number of objects 261

Hierarchy

Number of events 1

W Markas deleted

QR code

Use the QR code to print labels and attach them to the hardware
instance. The deep link of the QR code leads directly to this page.
This allows you to access the data for this instance quickly and
Ing any QR code scanner on your mobile device, for

example.

& Download QR-Code as SVG

W versio.io



User authorisation & workspaces

Workspace - Use workspaces to filter asset and configuration item instances

@ vers i 0. \O ﬁ Versio.io SaaS Production Y .

Asset & configuration item inventory Inventory n leferent Workspaces a”OW VleW and/or acceSS to
Inventory viewer B different Versio.io instances.

All asset and configuration item instances grouped by entity type and sorted by last change date. Please click on the instances to view the complete instance

nsory. , . ¢as | ™ Different users receive different views as they are

Active Deleted Total

prod—versio—datarbrase prcrld-a.ppstacrlfjt?c?l.l O n |y a U t h O r | S e d fO r d |ffe re nt WO r kS p a Ce S .

Last change: 7 days ago Last nge: 13 days ago 108
Filter
Topology VerSiO o a Verslo.io Saa$ Onelmporter & OneGates Y [ ]
- Asset & configuration item inventory Inventory
oR . Versio.io PROD =
Inventory viewer E]
Full-Text search (min. 3 characters)
All asset and configuration item instances grouped by entity type and sorted by last change date. Please click on the instances to view the complete instance
history. All
| Host 3 03 W
s Active Deleres Toua | Versio.io Dev Environment
[ Prod-oneimporter-arm = Prod-one-importer Versio.io SaaS Onelmporter & OneGates
—J Last change: 12 days ago 8 — Last change: 27 days ago 198
Filter Versio.io SaaS Production
F 9 prod-ssl-importer
Topology == Last change: 27 days ago

OR

Full-Text search (min. 3 characters)

Portfolio Versio.io

[ ] []
verslio.io
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User authorisation & workspaces

What we want to show you in the live demo!

Workspace

= Use workspace as a filter

= Workspace in instance metadata (debugging)

" |nteraction Workspaces with report topologies, change task, policies etc.
= Workspace configuration

= Assignment of workspaces for manually created instances
Authorisation

= Setting up users and user groups

= Combining user groups with workspaces

= Different users = different views

W) versio.io
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User authorisation & workspaces

Use workspaces to GET or to PUT data via Versio.io API

### Get all hosts filtered to a specific workspace

GET https://live.versio.io/api-versio.db/1.0/{{environmentId}}/hosts HTTP/1.1
Authorization: apiToken {{apiToken}}

x-versio-io-workspace: {{workspaceld}}

### Save/update instance to a specific workspace

PUT https://live.versio.io/api-
versio.db/1.0/{{environmentId}}/hosts/HOST_ID?targetWorkspaceld={{workspaceId}} HTTP/1.1
Authorization: apiToken {{apiToken}}

Content-Type: application/json

{

"displayName": ,My host name"

¥

W) versio.io
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User authorisation & workspaces
Best practices for user group & workspace design

= Create an authorisation concept for a Versio.io environment to ensure transparency, a uniform structure
and maintainability.

» Try to manage with as few user groups and workspaces as possible to avoid complexity.

= Make an effort when naming user groups & workspaces so that everyone in your team understands what
they mean.

= Recommended procedure for creating new workspaces:
— Install Onelmporter/OneGates and do not activate it
— Create importer configuration and do not activate
— Create workspaces based on the Onelmporter/OneGate and importer configuration

— Activate Onelmporter/OneGates or importer configuration

= Note that changes to the workspace assignment only take effect after a new inventory!

= \Workspaces are more resource-efficient than topologies, topologies have to be determined dynamically!

W) versio.io
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User authorisation & workspaces
Outlook, open questions & training feedback

Outlook

= We plan to revise the authorizations again in 2025
(consistency and expansion of the detailing grid).

= We are thinking about a ‘Reprocess’ function for
the reassignment of changed workspaces.

Training feedbacks

= Your feedback helps us to improve. Just tell us now,
write it in the chat or send us an e-mail afterwards.
Thank youl!

Open guestions

= Now it's time for your open questions.

W) versio.io
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Inventory | Change Monitoring | Cybersecurity | Governance | Data Center &
Cloud

vVersio.io

Matthias Scholze
+49 (30) 22 19 86 51
matthias.scholze@versio.io

" I ,u . RO B SO
Yuu D D E 'I' |. ' . : ' . ' ' E Vier:salo ' .i..!::.:! l.l.' N .. :: : ...
J - Tuhe ". .| l I' l K l ' nutshe” . E ..... '.c e%ccell § ool ; *%
K || : |ﬁ®' il | : ;I-: °i! . :
HEas Wl Iy | > £ ' I ]
Q@ u " il |

4 lln'
- (] it 'u- »I-":' ¥

© 2025 | Versio.io = Inventory + Cybersecurity + Policies + Events



	Folie 1: User authorisation & workspaces Online training
	Folie 2: User authorisation & workspaces Agenda
	Folie 3: User authorisation & workspaces Motivation & objective of user authorisation redesign
	Folie 4: User authorisation & workspaces Authorisation concepts: Definition of terms
	Folie 5: User authorisation & workspaces Authorisation concepts: Interaction between the terms
	Folie 6: User authorisation & workspaces Authorisation concepts: Environment versus workspace
	Folie 7: User authorisation & workspaces Authorisation: System administrator
	Folie 8: User authorisation & workspaces Authorisation: Environment administrator
	Folie 9: User authorisation & workspaces Procedure and implementation  of user authorisation in Versio.io
	Folie 10: User authorisation & workspaces Procedure and implementation of user authorisation in Versio.io
	Folie 11: User authorisation & workspaces Workspace - Create a workspace definition
	Folie 12: User authorisation & workspaces Workspace - Get an insight which workspace is assigned for a asset & configuration item
	Folie 13: User authorisation & workspaces Workspace - Use workspaces to filter asset and configuration item instances
	Folie 14: User authorisation & workspaces What we want to show you in the live demo!
	Folie 15: User authorisation & workspaces Use workspaces to GET or to PUT data via Versio.io API
	Folie 16: User authorisation & workspaces Best practices for user group & workspace design
	Folie 17: User authorisation & workspaces Outlook, open questions & training feedback
	Folie 18

